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_Abstract—Link and node reliability are important metrics in  and expected return. A candidate set of nodes are chosen based
wireless ad hoc networks. Therefore, evaluating and quantifying on their uncertainty level. In the second phase, the best path
reliability has become the cornerstone of research in this field. is selected by applying the original optimization algorithm

Many existing wireless ad hoc network routing algorithms assume . . . .
the availability of precise reliability information. This, however, is on the candidate node set. In this paper, we strictly restrict

an unrealistic assumption given the dynamics of wireless ad hoc OUr discussions to the routing process. However, the proposed
networks. Also, due to frequent changes in topology, reliability schemes can be used for mitigating uncertainty in any other
information is hard to collect, and oftentimes, inaccuracies can optimization process in wireless ad hoc networks.

creep in. Therefore, a realistic method is needed to evaluate 5 utility-oriented routing model is used as a sample appli-

reliability by mitigating uncertainty in the estimation process. . . L . .
In this paper, we propose a novel reliability estimation model, cation to show the validity of our reliability estimation model

account for uncertainty in the estimation, and design an un- USing the uncertainty mitigation scheme. Different values of
certainty mitigation scheme. We then illustrate the effectiveness benefit reflect different qualities or priority requirements of
of our scheme in estimating reliability under various levels routing requests. Each intermediate node has to incur a cost
of uncertainty using a utllity-oriented routing algorithm as a , re|ay 5 packet (e.g. cost in terms of energy). If the packet is
sample application. An extensive simulation study shows that . e LS .

the mitigation scheme significantly increases path stability and lost during transmission, then no benefit will be obtained. In
the long-term total benefit of the system. this sample application model, utility, defined as the expected
benefit of a path, is the original routing metric. In computing
utility, reliability plays a critical role. Therefore, our reliability
evaluation model along with the uncertainty mitigation scheme

benefits nodes by helping them to make informed decisions.

Keywords: Reliability, uncertainty, utility-oriented routing, wire-
less ad hoc networks.

I. INTRODUCTION

Wireless ad hoc networks operate in an infrastructure-less Il. RELIABILITY ESTIMATION MODEL
wireless medium that is subject to message loss. This messagg highly dynamic environment and self-organizing nature

Io?s bl'?t us\t;al!y repreiented t'by' atlsmgle t:?etrlc hcalle(z) I"H?e two important characteristics of wireless ad hoc networks
reiablity. various routing optimization problems have Deef ¢ aye the precise evaluation of reliability a critical issue
formulated based on link reliability, with little or no mforma-in routing, QoS management, and intrusion detection. They
tion on how to o.btaln creditable reliability V".’"“‘?S- Usually, Fh?nake reliability information-gathering extremely challenging

reliability value is captured through a monitoring mechanis well. The former leads to frequent changes in reliability

yvhere the behgvior .Of a node (and the cor'responding "mﬁ ile the latter enables nodes to change their behavior.
is recorded by its neighbors. These mechanisms generally usRIeighbor monitoring is a unique mechanism that helps

arflcmhplslsttlhce rfergi?g';yo??rz?go; rlnf% (:ela];?jrnezcgf II'.r(k’ J ), to evaluate reliability. Exploiting the promiscuous nature of
which i ! uccessiu warding ik 7). broadcast communication in wireless media, nodes are able to

.The reliability estimated ".‘ the above.model has an unceps . 1he outgoing packets of their one-hop neighbors through
tainty component caused either by an inadequate number gi

. 4 ) sive observation. When a noidsends a message through
observations or by subtle changes in node behavior. A syst 9 9

. X AN “neighborj, the forwarding behavior of can be monitored
atic way to characterize uncertainty in wireless ad hoc netw nodei. Similarly, j's behavior can also be monitored by any
environments remains unexplored. In this paper, we defiB i ’

aint ric t th il it er node: that is a common neighbor of botfand;. If node
an uncertainty metric 1o measure the possible variations aznfij)rwards a packet to the destination throuygh will classify

inaccuracies in the quantified reliability, and propose a sche%% observation result as a success wi thears forwards
which uses dynamic threshold for uncertainty mitigation. that packet. Otherwise, will consider it to be a failure. The

The dynamic threshold method operates in two phases.clgrresponding variableg for successful forwarding and

the_ firs_t phas_e, each node cglculates a th_re_s hold for qncertaiflarryfa”ed forwarding, is incremented accordingly. However, it
which is decided based on its characteristics, associated Cgﬁbuld be noted that a failure can occur for two reasons: failure
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0434533, CNS 0531410, and CNS 0626240. Correspondence Email: fi4@fau.edu. Shall not distinguish between these two types of failure. Each



: ¢ these observations. Therefore, we definas follows:
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s The numerator and denominator guarantee the latter and the
o : former attributes respectively. The variance is multiplied by a
e N N constant 12, which makas= 1 whena = § = 1.

e o The total certainty i$1—w«) which can be divided inté and
(8) Beta(1,1) (b) Beta(10,10) d according to their share of supporting evidence. Since the
proportion of supporting evidence for the reliable transmission
. is 557, b can be calculated as follows:= ¢ - (1 — u).

Therefored = (1 —u) —b =l - (1 - ).
In the Bayesian procedure, the probability that the next
packet will be successfully forwarded by the corresponding
A\ - neighbor is given as:
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IV. UNCERTAINTY MITIGATION SCHEME

Fig. 1. The corresponding distributions. The design of our reliability estimation model defines
uncertainty as the information ordering between no knowledge

node can then estimate its neighbor’s reliability based on ﬁ}gd total certainty to reflect the degree of confidence in

. . o e estimated reliability. Uncertainty is obviously unfavorable
accumulated observations using the Bayesian inference. . - ;
o ; 2 . . . when we want to use the estimated reliability. In this paper,
Bayesian inference is a statistical model in which evidence . ; .
i . e propose a dynamic threshold scheme. To begin with, a
or observations are used to update or to newly infer the prob-

ability that a hypothesis is true. Beta distributidseta(c, 5), node receives a request to participate in routing. The nod_e

. . o J - then considers all possible next hop nodes and computes its

is used here in the Bayesian inference. The beta distribution . . .
uncertainty towards them using the accumulated observations.

is a family of continuous probability distributions defined O 1en. thresholdr” is calculated to reflect its acceptable un-

[0,1] differing in the values of.thelr two non-pegatlve Shap(c-_f‘ertainty level. Nodes with uncertainty above the threshold
parametersq and 5. To start with, each node in the network ) - o
has the priorBeta(1,1) for all its neighbors. As shown in are filtered out. From the remaining qualified nodes, the best

Fig. 1, the prior Beta(1, 1) implies that the distribution of node is chosen after running the original routing algorithm.

A . . : . o In our model, T" is dynamic. Note that a static imple-
the reliability metricp complies with the uniform distribution . : . o !
L : mentation ofT" is much easier. However, it is inflexible and
on [0, 1], which indicates complete uncertainty as there are . . . .
. o .~ contradictory to the general experiences of the uncertainty mit-
no observations. When a new observation is mader 5 is

) . . igation decision proces§. should be dynamically determined
incremented. The prioBeta(a, ) is then updated. based on the expected cost and return. This is necessary to

accommodate the varying criticality of transactions. Intuitively,
. UNCERTAINTY MEASUREMENT when the cost of a particular transaction is high, a node may
Many reputation systems use the Bayesian inference riot be willing to accept higher uncertainty. Also, when the
reason nodes’ trust opinion. However, these trust opinions associated returns are higf, will be pushed higher, and
usually sharply divided into belief or disbelief. In this systengonsequently, nodes accept more uncertainty.
we introduce the concept of uncertainty and use a triplet toThe cost and the return are computed by nadafter
represent the node’s opinion towards reliability; d,u) € receiving the request. The expected gain is represented as
[0,1)2 andb + d 4+ u = 1 whereb, d, andu designate belief, G € [0, ]. Let C represent normalized cost, add equals
disbelief, and uncertainty respectively in the statement thhie ratio of the cost a node is required to invest in a given
the transmission between two nodes is reliable. It should transaction to the maximum amount of cost that a node can
noted that the entire opinion space is divided into two regionisvest in a single transaction. To summarize this discussion,
certainty(1—u) and uncertainty.. The (b, d, «) will be derived there are three parameters associated with each transacfion:
from Beta(a, 8) using the method below. G, andu. A combination of any two of them can be used to
Two important attributes can be observed from the genedgrive the third. Formula 3 captures this idea well:
understanding of the concept of uncertainty. First, when there 5 G
. ; I o : T=1-C> 3
is more evidence, which implieéa + 3) is higher in our
reliability estimation model, it consequently lowers uncertainty Here,\ is the characteristic factor that reflects a node’s atti-
u. Second, when the evidence for success or failure dominatiesle towards risk: conservative (a large number) or aggressive
there will be less uncertainty when compared to the situatiga small number). A higheA will lead to a lowerT which
in which there is equal evidence for both success and failureakes the filtering more conservative. According to Formula 3,
After examining the major statistical metrics of the Beta largerC will lead to a lowerT". On the other hand, a larger
distribution, we find that the normalized variance satisfigs will lead to a higherT” sinceC € [0, 1].



V. AN APPLICATION: UTILITY-ORIENTED ROUTING

In utility-oriented routing [1], each routing is considered to
be a transaction. Utility, defined as the expected benefit of
the transaction, is chosen as the primary routing metric. This
model sets up an ideal platform to demonstrate the effectivg. 2. An example illustrating the impact of different parameters on path
ness of our reliability estimation model and the uncertainf}gzlection. The cost and actual reliability values are shown on the link.
mitigation scheme. This is because, in utility-oriented routing,

the primary routing metric is derived from reliability. In [1], Table 2 Sample Cases

reliability is assumed to be static and obtainable. We consider Ci‘se — 0A1 - Di“e“im_"’;‘[)amete’ in;h
this to be a strong assumption. In our methodology, we relax 20! o5 | o1l 100 :} 09 )
this assumption and use a realistic reliability estimation model ™2 20| 05 | 01| 100 | ¢/ =10, =06 | @
that takes into account the underlying uncertainty. In [1], there 20| 05 |01]200]| ¢ =10p) =06 ()
are two parameters that influence path selection: topology and| 3 | 20 | (10,10) | 0.1 | 100 Py =(99.99) ®
packet value. However, using our reliability estimation model, 4 |20] (16010) ] 01 | 100 X, =0.05 @)

two additional parameters influence path selection: uncertainty
uw and nodes’ attitude..

B. Application of the Reliability Estimation Model

A neighbor monitoring mechanism is employed to collect
formation for estimating reliability. While sending packets
0 its next-hop neighbof, a node:i will also try to over-hear
and count the number of packets thaturther forwards. Ifj
forwards a packet sent klythen: will consider this a success-
ful forwarding and increment;]. Otherwise; incrementss; .
Wheni needs to evaluate its utility and uncertainty for routing
purposes, it will calculatéb, d, ) from the recordedy] and
B! using the Beta function. Once the triplet is computed,
Formula 2 is used to compute the estimated reliability. To keep
s getsuv if and only if the packet is delivered tb. From the the integrity of this evaluation method,_the destination_ node
should send an acknowledgement to its one-hop neighbors

economic point of view, the expected utilify of this route is . . - .
; . ! - _when it receives a packet, since it does not further forward.
the difference between the benefit and the route’s cost, i.e.,

A. Utility-Oriented Routing: Model Overview

We consider a source that intends to send a packet to a
destinatiork. s will get a benefit if the packet is successfullyt
delivered tok. For each link(i,5) in the graph, there are
two associated properties: cost and reliability. Cgsts the
energy needed to send packets with fixed size fioto j,
while reliability p] is the ratio of packets forwarded by
and the packets sent by For illustration, we first consider
a single-link route froms to & with reliability p* and costc®.
Sincek receives a packet with probabilif, s has the same
probability of getting the benefit at the costc®. Note that

R=v-pl —c] ) C. Application of the Dynamic Threshold Scheme
Consider the multi-hop routec s = 1,--- Jk — 1,k >. - AP ) y _ ) ) _
Here, the utility is calculated as follows: The dynamic threshold scheme is an iterative approach in
k—1 k—1 -1 which each node will filter requests by the dynamic uncertainty
R—u- H p;ﬁ+1 _ Z it Hp;-i_l (5) threshold and calculate the remaining utility. The utiliyy
j=1 i=1 j=1 is then broadcast in the neighborhood. Nodes in the network

A simple example in Fig. 2 illustrates the impact of topolshould have a maximum possible transmission range. There-
ogy, packet value, uncertainty, and nodes’ attitude. Assurftge, each node can calculate the amount of enetgy,
that in the following cases, all parameters are the same excagsociated with the maximum possible communication range.
those listed in the column ‘different parameters’ in Table Zherefore, the normalized coét is: C' = ¢} /¢ma.. Expected
There are four possible route choices— i — j — k (1), gain G is the other important metric, which is the expected
s—i—j —k(@2),s—i—7—k(3),ands — —j' — k (4). utility R; in this model.T’ can be calculated using Formula 3.
The last column in Table 2 indicates the path that is intuitively Algo. 1 exploits the idea similar to Dijkstra’s shortest
preferable for the scenario. path algorithm while using utility as the routing metric and
The topology of the network is reflected by the cost anapplies the uncertainty mitigation scheme. All nodes except the
reliability metric of each pair of nodes. The path with lowedestination will have the zero initial utility and the unselected
cost and/or higher reliability is always preferable. The influistatus at the beginning. The algorithm works backward from
ence of topology is shown in Case 1. In Case 2, one path the destination. A node will be marked as selected when it has
lower cost and lower reliability, and the other path has high#lte largest utility among all the unselected nodes and relax
cost and higher reliability. The value of the packet will affects neighbors. As shown in Fig. 2, node when relaxed by
the decision of which path is preferable. When the estimataddej, calculateg R;)’ and compares with the originl;. If
reliability metric is used, even when the topology parametef®;)’ > R;, theni calculatesT” according to Formula 3 and
and packet value are the same, the paths may not be equedinpares it withu;. It then follows the rules below:
preferable as they have different underlying uncertainty. In1) If u! > T, reject.u is higher than acceptable.
Case 3,5 —i' — j — k is preferable over the other three paths 2) If u{ < T, accept.R; — (R;).
since it has the lowest uncertainty. The impact of a node’'sAlthough Algorithm 1 is centralized, a distributed imple-
attitude towards risk on route selection is presented in Casendentation can be realized by using a back-off timer on



Algorithm 1 Dynamic Threshold The observations are represented asf). After a suffi-

1: Initialize; ciently long time, the number of observations increases to a
2: while s is not selectedlo , _ ‘large number, say: + 8 — oo. Then the uncertainty metric

i: E;gkr}og:jsgggtg:ﬁ largestR; in the nodes with status unselected,ug _. 0. For the dynamic threshold schemé,< T is always

5:  For j's each neighboi with status unselectedRelax(j, ); true becausé” > 0. In this scenario, no node will be filtered

6: end while out. Therefore, Algo. 1's eventual optimality is equal to the
Relax(j, i) optimality of the algorithm that selects a path with maximum
1: Calculate utility: (R;)' = R; - p} — cl; o utility. The proof of this optimality is in our previous work [1].

2: Find the uncertainty threshold” = 1 — Cx; The uncertainty mitigation scheme has another favorable at-
if if (5i()1;tze}§i an?}g:ﬁ)g T then tribute which offers more flexibility to users. It reflects nodes’
5: end ﬁ; R conservative or aggressive attitude by using the faktor

B. Simulation Evaluation
each node. The value of the back-off timer on each node|n oyr simulation, we compare the utility-oriented routing

is set to (v — R;), which reflectsi's current utility. The method with/without the uncertainty mitigation scheme. The
dlstrlt_)uted |mplementat|0n can be gracefully integrated '”%uting algorithms include: (1) Optimal method, (2) Dynamic
reactive routing protocols, such as AODV or DSR. _threshold scheme, and (3) MaxUtility [2] with our reliability
Since the actual reliability in the network is highly dynamigstimation model. (3) is a special case of dynamic threshold
and the observation results accumulate, the route discovg{¥yhich a fixed estimated reliability is used without consid-
phase needs to be executed periodically. The route refr%ﬂhg the uncertainty. The optimal method is the MaxUtility
period should be defined in the network’s policy and th&lgorithm using the actual reliability.
appropriate value for it is decided by the network’s application. o|| simulations are carried out on a customized simulator.
A smaller route refresh period leads to a more precise royig set up the simulation in @00m x 900m area. The

selection while incurring larger route discovery costs. actual stability of each link is randomly generated (uniform
distribution) in the range€l0,1]. For each set of specified
VI. ANALYSIS parameters, we run each algorithm 100 times and use the

We make some assumptions in this section to facilitate thgerage value of the results to evaluate the performance. The
analysis. 1) Nodes in the maximum transmission range of eguhcket values = 5000. X is uniform for the entire network to
other are considered to be in one-hop neighborhood. 2) Node8ect the network’s risk attitude with a default value of 0.5.
can use adaptive power control when transmitting a packag®ch node accumulatésobservations before route discovery
3) Nodes’ actual reliability complies to the Bernoulli trial. where! is a random number if0, 15].

After all nodes in the network complete the accumulation

A. General Analysis of observations of their neighbors, the route discovery phase
: . : . . begins. Each algorithm selects the best path it packets
The uncertainty metric provides more information about the . :

. R R L re transmitted over each selected path for which the total cost,
possible fluctuation in reliability estimation. Because the roui'jl : .

) - elivery ratio, and packet value are recorded.

discovery phase needs to be repeated periodically and the
observation results accumulate, the selected best route may )
change. Path selection stability is a measure of the frequerfcy Simulation Results
of change in the selected path. The underlying reason for thisVe adjust the number of nodes in the network to compare
change is the accumulating observations and the correspondimg performance of the different schemes. The number of

change in the estimated reliability metric. nodes determines the node density, which in turn determines
Attribute 1: (Selection Stabilityy The dynamic threshold the communication cost and node degree.
scheme increases path selection stability. In Fig. 3(a), the delivery ratio of the optimal method is

As the evidence accumulates, the value of the estimat@igher than the other two methods that use estimated reliability
reliability stabilizes. If the variation is large enough, anothdyased on neighbor monitoring. The estimated reliability metric
route will become the best path under the given routirig inaccurate and contains uncertainty. Hence, there is a dif-
criterion, thereby causing changes in the selected path. ference between the optimal path and the selected path for the

The dynamic threshold method will filter out nodes that arether two algorithms. Because our scheme avoids nodes with
sensitive to changes in reliability before they are selected basegh uncertainty, it achieves a better delivery ratio compared to
on their high utility. Using the above setup, if nodés more MaxUtility. Fig. 3(b) shows the average utility. It is clear that
sensitive to reliability changes and its uncertainty towdrds our uncertainty mitigation scheme outperforms the MaxUTtility
large enough in the beginning, it will be filtered out and thalgorithm, which omits uncertainty in the reliability evaluation.
change in the selected path will not occur. Fig. 4(a) illustrates the change in average utility when obser-

Attribute 2: (Eventual Optimality): After accumulating vations accumulate. When more observations are accumulated,
enough observations, the utility-oriented routing mechanistine estimation of the reliability metric becomes more accurate
using the proposed uncertainty mitigation scheme will achieaad tends to stabilize. Consequently, the uncertainty in estima-
path selection optimality. tion is reduced. Therefore, the differences between the optimal
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Fig. 3. Performance comparison. Fig. 4. The effect of different parameters.
s e zo e — undiscussed. We develop and apply the uncertainty-centric
w e s R reputation system in reliability estimation. This uncertainty-
£ g P } centric system is unique [5], as only a few of the existing rep-
i, §e e utation systems [6] [7] explicitly consider the uncertainty [8].
" e We use utility-oriented routing as a sample application in
. this paper. Other works also use utility as the optimization

15 2
Characteristic Factor A

(b) Characteristic factoh

objective. A price-based scheme is presented in [9] to ef-
fectively allocate resources among multiple multi-hop flows.
In [10], a market-based approach is proposed to efficiently
allocate bandwidth. Our work [1] [2] combines reliability with
link cost and designs an optimization model to maximize
the expected utility. As the uncertainty mitigation scheme is
method and the uncertainty mitigation scheme decrease whegically compliant with the idea of utility, it can be applied
the number of observations before route discovery increases.all of the existing utility-oriented routing algorithms.

The results in Fig. 4(b) indicate that: using the same scheme,
the answer as to whether = 1.0 or A = 0.1 leads to VIII. CONCLUSION AND FUTURE WORK

better average utility is purely random. It implies that, although Evaluating and quantifying reliability is of critical impor-
considering uncertainty helps us in making informed decisiongnce in wireless ad hoc networks. Many existing optimiza-
the answer as to ‘whether the risk seeking or evading attituglgn algorithms assume the availability of precise reliability
is better’ depends on the specific application domain. information, which is unrealistic due to the dynamics of ad
Fig. 5(a) shows another advantage of our uncertainty Mifinc networks. We present a novel reliability estimation model
gation scheme. In this simulation, we run the algorithms withiat accounts for uncertainty, and the uncertainty mitigation
route refresh period of 30 observations. Using the uncertairdyneme. An extensive analysis and simulation study shows
mitigation scheme, a great improvement in path stability c8Rat the applicability of the reliability estimation model and
be seen, as uncertainty is considered beforehand. the uncertainty mitigation scheme. In our future research, we
Although the nodes’ attitude cannot improve the avera%%n to investigate opportunistic routing methods to reduce the

Number of Nodes

(a) Number of nodes

Fig. 5. Path stability with different (a), and (b)\.

utility, it has a strong impact on path stability. From Fig. 5(byath re-selection cost of our schemes.
we can see that the path stability increases\ascreases.

When nodes are conservative, the paths are more stable.
The simulation results can be summarized as follows: )1]
Using the uncertainty mitigation scheme can improve th
delivery ratio and total utility. 2) The uncertainty mitigation [2]
scheme is especially useful when the number of observatiot&ﬁ
are small. 3) The value of has no significant impact on utility
improvement, however it does affect the path stability. 4) Th]
uncertainty mitigation scheme increases path stability if thf'S]
route discovery algorithm executes periodically.
(6]
VII.

Reliability is an important metric in wireless ad hoc net-["]
works [3]. Many routing algorithms [1] [2] [4] consider the (g
reliability metric and compute their routing metrics on the
basis of quantified reliability. Most of them assume a predel]
termined, fixed value for reliability. The method of collecting
reliability information in a distributed manner and evaluatingto]
the inaccuracies and uncertainty in the collected value remains
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